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1 INTRODUCTION

Microsoft has p ositioned SharePoint 2010 in the market as the information worker &
dashboard. The command center from where you can find, view and ed it information not

only storedi n SharePoint butalso in many line of business (  LOB) systems.

With that in mind, systems integration can play  the greater role in SharePoint projects.

Luckily , SharePoint offers some great tools to communicate with LOB systems.
This technical wh ite paper contains guidelines on  how to use these SharePoint tools with
the best practices in mind . We will discuss Business Connectivity, Search, Records

Management and Service Layers

Architecting, designing and implementing your enterprise portal with the best practices
described in this paper in min d will greatly improve the chance that you will end up with
a manageable, scalable and future proof integrated SharePoint environment
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2 BUSINESS CONNECTIVITY SERVICES

2.1 INTRODUCTION

Business Connectivity Services (BCS) is the successor to the SharePoint 2007 Business

Data Catalog (BDC). BCS comes with a lot of enhancements in order to simplify and
enhance the process of getting LOB information to show up inside your SharePoint 2010
environment. This chapter will start with an overview of the BCS feature and continues to

discuss some well known, and some lesser known options and guidelines to make BCS
work for you.  We will not discuss the ~ BCS Client connectivity possib ilities .

2.2 OVERVIEW

2.2.1 WHATIS THE BCS FEATURE

External Web Parts User Custom
Data Profiles Solutions
Coliimns Imnaorter

Business Connectivity Services (BCS)

I
= 4 © O

Database Web Service : o Custom
Connectivity

Accamhhs

Figure 1

BCS can be considered a broker between your LOB systems and SharePoint. Note that

the arrows in Figure 1 are pointing in both dir ections, which tells us that we can perform
both read and write actions to your LOB systems. Another thing to note is that we can
now create our own .Net Connectivity Assembly to invoke all actions to the LOB systems

and even a Custom C onnector that allows us to write our own External Content Type
Definition interpreter . This enables us to connect to any system that exposes a web
service or for which a.Net provider is available .
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2.2.2 AUTHENTICATION

SharePoint Server

“ Process

Modes:
PassThrough

(Uses logged -on user)
RevertToSelf

(Uses process account)

SSO Authentication
(Credentials, etc. from
Secure Store)

Figure 2
BCS comes with multiple options to authenticate ourselves to our LOB systems . We can
provide the credentials of the currently logged on user, the process account or fetch the

credentials from the Secure Store Service.
2.2.3 AVAILABILITY

BCS comes with SharePoint Foundations which in turn comes for free with your operating
system license. So BCS is virtually a free product. One important thing to note though is

that SharePoint Foundations does not come with a Secure Store Service . This seriously
limits your authentication possibilities. This issue can be solved how ever by installing
Microsoft Search Server Express 2010 , Which is a free add on to SharePoin t Foundation
that also adds the Secure Store Service.
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2.2.4 DEVELOPMENT TOOLS

Describes the schema and data
access capabilities of an external
data source and its behavior within
Office and SharePoint

*formerly known as BDC Entity

External Data
(Web Service, DB,

.Net object, LOB
system, Web 2.0
service, etc.)

e

Figure 3

To let the BCS know how to interact with your LOB system, you define an External

Content Type (ECT). An ECT defines the schema and operations to perform on the LOB

data. There are two ways to create your ECT. If you create connections to SQL Server or

Web Services the easiest way to create your definition is to make use of the free
SharePoint Designer. If ~ you need to create your own .Net assembly to interact with your

LOB system , or would like to create a custom connector , you will have to use Visual

Studio 2010.
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2.2.5 LIMITATIONS

There are a few limitations you need to be aware of when you consider using BCS. First
limitation is the amount of data you send over the wire in one request and second are the
timeout values.

Default

Connections  Total number of connections Global 100 500
allowed to external systems

Items Number of rows returned from a Database 2.000 25.000
database query

Timeout Database connection timeout Database 60 sec 600 sec

Size Size of returned data WCF 3Mb 150Mb

Timeout Web service connection timeout WCF 60 sec 600 sec

(Rizzo, Alirezaei, Fried, Swider, Hillier, & Schaefer, 2010)

Another limitation considers caching. With the BCS Server instance you have no built in
support for caching LOB data. The BCS designer in Visual Studio 2010 may trick you into
believing there is, because you get to see the Al

Properties * [ X

BdcModell Model -

o 2|
=
Custom Properties {Collection)
Mame BdcModell
=
Default Display Mame
Incremental Update  True
Is Cached

Determines whether the BDC caches the object in
memory.

Figure 4

That property however defines whether to cache the Meta data model and not the
results. There simply is no way of caching the results unless you program it yourself.

© 2011 motionl0 Pagina 7/40



SHAREPOINT 2010 INTEGRATION BEST PRACTICES i TECHNICAL WHITE PAPER NOVEMBER 2011

2.3 GUIDELINES
2.3.1 AUTHENTICATION

As mentioned in the overview , BCS comes with three different types of authentication to
use. Each of these haveadef i ned purpose and wedl | e X,ddgethern t hem o
with their considerations and some best practices.

2.3.1.1 PAss THROUGH

Pass Through uses the credentials of the currently logged on user and might seem the

ideal solutionto  comply with  security guideline s. There are some caveat s however. If you
connect to SQL Server using different credentials for each connection, you lose the
benefits of connection pooling. Creating new connections for all your users can get
expensive in terms of resource usage. Another caveat is that you have to configure
Kerberos on your servers to allow the credentials from your web front end to be passed

on to your SQL server backend. NTLM does not all ow t There drednottabl e hopo
lot of companies that take the hassle to configure Kerberos however. If you would like to
use Pass Through authentication you cannot use Claims Authentication. As BCS does not

use the Claims to Windows To  ken Service (C2WTS) it cannot convert your SharePoint
claim to a Windows claim. You will notice that BCS will try to access the LOB system with

the credentials of the anonymous user account.

2.3.1.2 REVERT TO SELF

i Re v ed $elf & uses the credentials of the IS application pool that is servicing the
request. In external lists, this means the application pool for the content page; for timed

workflows it means the process that runs the workflow; and so on. Because the
application pool of a SharePoint farm is a ver y highl y privileged account, it is not a
recommended security practice to use i Reveao Selfd in deployment environments.
Luckily the fA Re v ea Self otoption is disabled by default. You need to run a script from
the SharePoint 2010 Management Shell to all ow for A R e v ea Self dtauthentication.  But
again, you should notuse fi Re v eorSelf ot

2.3.1.3 SECURE STORE

Secure Store uses credentials that are stored for a user, group, or application inside an

encrypted database. This essentially avoids the double hop problem of Pass Through
Since we can use the credent ials in Secure Store to sign in the user again on the server,
the double hop becomes two single hops. The reason to still choose for Pass Through - if

possible - is that each time the use r& Windows Credent ials change, this user will be
asked for new credentials by the Secure Store service for each application definition you
created.

You can store credentials per user, per group, or per application (a so called application
account) i n the Secure Store application definition . Again, if you do decide to store the
credentials per user, you lose the benefits of connection pooling . If you however decide
to store the credentials per group, or per application you lose auditing possibilities
becau se the backend system has no idea which specific user performs the action.
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2.3.14 FILTERS

One not very well known option to allow for auditing and  authorization is the use of
filters. Y ou can use a built in BCS filter that adds the name of the logged in user as a
parameter to your query

" Mone
= New Filter IUserNameFiIher
(" Use Existing I LI

Filter Properties
Filter Type: IUser Name LI

[ 1s Default
[ Use to create match list in external item picker

OK I Cancel

Figure 5
Keep in mind though that these filters are only as secure as the co nnection to the

external system and are no real security measure . It is up to the backend system to
actually use the added parameter for authorization or auditing purposes.
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2.3.2 CONNECTIONS

There are four types of connections for External Content Types defined. All come with
their pros and cons whi gbneweo6l | describe one b

2321 SQL SERVER

Creating an ECT that connects to SQL Server can be accomplished right from within

SharePoint Designer. As awesome this might seem at first there are some limitati ons with
this connector type . The SQL Server connector does not allow you to compose your ECT
from multiple tables. This means that yoiesisttadal ways ¢

of domain entities.

If the database is normalized in any way, and most da
with a number of completely useless ECTs. To work around this you could ask the owner

of the database to create some database views that compose the database entities to

domain entities.  Views are almost never updateable though. You cannot , for example |,

create a si mpl e frénPwth snoShasePdhCDesigner, which contains both the

first email address and the first name from the AdventureWorks database ,  without

making actual changes to the database

= E Person.EmailAddress
= 3 Columns
¥ BusinessEntityID (PK, FK, int, not null)
¥ EmailaddressID (PK, int, not null)
=] Emailaddress {nvarchar{s0), null)
=| rowguid {(unigueidentifier, not null)
=] ModifiedDate {datetime, not null)
[ Keys
1 Constraints
[ Triggers
[d Indexes
[3 Statistics
=] Person.Password
= [ Person.Person
= 3 Columns
{ BusinessEntityID (PK, FK, int, not null)
=] PersonType (nchar(2), not null)
=] MameStyle (NameStyle(bit), not null)
=] Title {nvarchar(8), null)
=] FirstMame (Mame(nvarchar(50)), not null)
=] MiddleMame (Mame(rvarchar(50)), null)
=] Lastiame (Name{nvarchar(500), not null)
=] suffix {nvarchar{10), null)
=] EmailPromotion {int, not null)
=] additionalContactinfo (XML{Person. AdditionalContactinfoSchemaCollection), null)
=] Demographics (XML{Perzon.IndividualSurveySchemaCallection), null)
= | rowguid {(unigueidentifier, not null)
=] ModifiedDate {datetime, not null)

Figure 6 (AdventureWorks Database Schema )
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Youodl | a ltosmake b eheice for authentication. If you decide to authenticate with

the current userodés identity, you can audit changes an
perform only those actions, he or she is entitled to by the database administrator. The

tradeoff is that you cannot benefit from connection pooling.

If you decide to use an application account from the Secure Store, you do benefit from

connection pooling but youdll have to rely on BCS fil
careful not to allow users to pe rform actions on the database that they normally would

not be permitted to.

It mightbe besttocreate aread -only ECT that connects using an application account and
a secondary read -write ECT that connects using the identity of the user. In that way you
pick the best from both worlds. It does add an extra layer of maintenance however.

External Content Type Information -

Key information about this external content type.

Mame ClientsByApplicationAccoount

Display Name ClientsByApplicationAccount

MNamespace http://development.com

Version 1.200

Identifiers ClientIDInt32)

Office Item Type | Generic List =
Offline Sync for external list |Enab|ed j
External System ECT By Appiccount

External Content Type Operations “

Use this part to manage the operations of this external content type,

7 You can now create an external list from this external content
type. You may add more operations to enable writeback
capabilities ar create associations with other external content

types.
MName Type Data Source Object
Read Item Read Item Clients
Read List Read List Clients

Figure 7 (read -only by app . account)

Figure 8 (read -write by user identity)
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